NMHOOPMALIMOHHAA NMAMATKA

C kaxgblM rogoM MOJIOAEXW B UHTEPHETE CTaHOBUTCA OOnblUe, a LUKOMbHUKK - OO4HMU
M3 caMbIX aKTUBHbIX Mosfib3oBaTtenen PyHeTta. Mexgy TeMm, NOMUMO OFpOMHOrO
KOnuyectBa BO3MOXHOCTEW, MHTEPHET HeceT B cebe m npobnembl. Jta namsTka
JOJKHa noMoYb Tebe 6e30nacHO HaxoaUTbLCHA B CETU.

KomnbloTepHble BUpYCbI

KoMnblOTEPHBIN  BUPYC — 3TO  Pa3HOBUOHOCTb  KOMMbIOTEPHBIX  MporpamMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOW SBMSAETCA CMOCOOHOCTb K PasMHOXEHWUIO.
B pononHeHue Kk 9TOMy, BUPYCbl MOryT NOBPeauTb WUMKN MOMHOCTLI0 YHUYTOXUTb BCE
annbl M OaHHble, MNOOKOHTPOSbHbIE MOMb30BaTEN0, OT MMEHW KOTOpOro Obina
3anylleHa 3apaxeHHad nporpaMmma, a Takke noBpeauTb WU faxe YHUYTOXUTb
OonepaumoHHy0 cuctemy co Bcemu davnamum B uenoMm. B OonblinHCTBE crnyvaes
pacrnpoCTPaHATCA BUPYChl Yepes3 MHTEPHET.

MeToab! 3aWmThl OT BPeAOHOCHbIX MPOrpaMM:

1. Wcnonb3yn coBpeMeHHble onepauuoHHble CUCTEMbI, UMeLne Ccepbes3HbIn
YPOBEHb 3aLUNTbl OT BPEAOHOCHbIX NpOorpamMmm.

2. TlocTtoAHHO  ycTaHaBnuBan  natum  (undppoBble  3annaTkM,  KOTOpble
aBTOMATUYECKN YCTaHaBMMBAOTCA C Lenblo AopaboTku nporpammbl) U gpyrue
OOHOBNEHNS CBOEW onepaumoHHonm cucTembl. CkaumBam UX  TOJbKO
C odwuumanbHoro cavta paspabotumka OC. Ecnu cywlecTByeT pexum
aBTOMAaTU4YECKOro OGHOBIEHWS, BKITOYM €rO.

3. Pabotan Ha cBoeM KOMMbIOTEPE NOA4 MNpaBaMu nofb3oBaTens, a He
agMuHUCTpaTopa. OTO He NO3BONUT OBOMbLUMHCTBY BPEAOHOCHBIX Nporpamm
WMHCTannMpoBaTbCs Ha TBOEM NEePCOHaNIbHOM KOMMbIOTEpPE.

4. Wcnonbayn aHTUBUPYCHbIE nporpamMmMHble NPOAYKTbI N3BECTHbIX

npou3BoauTenen ¢ aBTomaTn4yeckum obHoBneHnem 6as.

OrpaHunyb o13nyeckuit 4OCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX N,

Mcnonb3yn BHelWHMEe HOcUTeNW WHopMauuu, Takue Kak donellka, OAUCK WUnu

dann n3 MHTepHeTa, TONbKO U3 NPOBEPEHHBIX NCTOYHUKOB.

7. He oTkpbiBa KOMMbOTEPHbIE (ansibl, NOSTyYEHHbIE U3 HEHAAEXHbIX MCTOYHMKOB,
Jaxe Te pannbl, KOTOpble Mpucran TBOW 3HAKOMbIW. Jlydlle yTOYHU Yy Hero,
OTNpaBnsan nm oH ux Tede.
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Cetu WI-FI

Wi-Fi — 310 He BMA nepegayn AaHHbIX, HE TEXHOMOMMSA, a BCEro nub OpeHag, mapka.
Ewe B 1991 rogy Hngepnangckasi komnaHusa sapermctpuposana 6peng « WECA», yto
obosHavano cnosocoveTaHne «Wireless Fidelity», KoTopbii nepeBoguTcs Kak
«becnpoBogHast TOYHOCTbY.

[o Hawero BpemeHu powna gpyraa abbpeBuaTtypa, KOTOpasa SBMSIETCA TaKOW Xe
TexHonornen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHue GbINO 4aHO C HAMEKOM Ha
CTaHOapT BbiCWen 3ByKOBOM TexHuKM Hi-Fi, 4yTo B nepeBoge O3Ha4aeT «BblCOKasi
TOYHOCTbY.



[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENSAX U aspornopTax SABMSETCA OTIIMYHON
BO3MOXHOCTbIO BbiX04a B WHTEpHeT. Ho MHOrMe aKkcnepTbl CUMTalOT, u4TO
obwepoctynHble Wi-Fi ceTn He sBnsaoTca 6e3onacHbIMU.

CoseTbl No 6e3onacHocT paboTsbl B 06wenocTynHbix cetax Wi-fi:

1. He nepepgaBai cBO nnyHyo nHdopmMaumo yepes obwenoctynHbie Wi-Fi ceTtu.
PaboTtas B HUX, XenaTenbHO He BBOAMTb Maponn AocCTyna, fOrMHbl U Kakue-To
HOoMepa.;

2. Wcnonb3yin 1 oGHOBASM aHTMBUPYCHbIE NporpaMmmbl U 6paHamayep. Tem cambim
Tbl 06e3onacuwb cebsa OT 3akayvkm BUpyca Ha TBOE YCTPOMCTBO.

3. lMpun wncnonb3oBaHum Wi-Fi oTkntoun dyHkumo «O6wmin goctyn K dannam u
npuHTepam». [aHHaa (yHKUMA 3aKpbiTa MO YMOMYaHWIO, O4HAKO HEeKoTopble
nonb3oBaTenM akTUBMPYIOT ee Ans ynobctBa MCNonb3oBaHua B pabote unu
yyebe.

4. He ncnonb3yn nyénuyHein WI-FI ana nepegaym nuyHbIX aHHbIX, HAanpumep, s
BblIXOA4a B coumasnbHble CETU UMW 3NEKTPOHHYIO NOYTY.

5. Ncnonb3yn TONbKO 3awuweHHoe coenuHeHne vepe3d HTTPS, a He HTTP, T1.e.
npu Habope BebG-agpeca BBOAN MMEHHO «https://».

6. B mobunbHOM TenedoHe oTkMouM  yHKuMo - «llogknioyeHne K Wi-Fi
aBTOMaTuvecku». He ponycka aBTOMaTMYeCKOro MOAKMIOYEHUA YCTpPOMCTBa
kK cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTu

CoumanbHble CETU aKTMBHO BXOAAT B Haly XXW3Hb, MHOrME Noan paboTaroT U KUBYT
TaM MOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg 4Yenosek, 4To
SIBNSETCS OOHOM CeAbMOM YacTbio BCEX XUTenen nnaHeTbl. MHOrne nonb3oBaTenu He
NMOHMMALOT, YTO MHOPMaUMA, pasMeLleHHasa MU B coLUMarnbHbIX CETAX, MOXET ObiTb
HangeHa W WUCMonb30BaHa KeEM YrogHo, B TOM 4ucre He obszaTtenbHo ¢ 6narvmu
HaMepeHNAMM.

OcHoBHble coBeTbl N0 6E30NaCHOCTUN B COLMarnbHbIX CETSX:

1. OrpaHunyb cnucok gpysen. Y 1ebs B Opy3bsX He AOMKHO ObiTb CryYanHbIX W
HEe3HaKOMbIX NMOOEN.

2. 3awmuian CBOK YaCTHYK XU3Hb. He ykasbiBan naponu, tenedoHbl, agpeca,
AaTy TBOEro POXAEHUA WU APYryt JNUYHYK MHGOPMaLMo. 30YMbILLNIEHHUKN
MOryT WCMonb30BaTb Jaxe WH(OpMaumio O TOM, Kak Tbl U TBOM poauTeEnu
nnaHupyeTe NPOBECTU KaHUKYbI.

3. 3awmwan cBol penyTtaumio — OEpPXM ee B YNCTOoTe M 3agaBan cebe BOMpoc:
xoTen Obl Tbl, YTOObLI ApyrMe NonNb3oBaTeENU BUOENW, YTO Thl 3arpyxaelb?
Moayman, npexae Yyem 4To-To onybnmMkoBaTb, HaNUCaTb UKW 3arpy3nTb.

4. Ecnn Tbl roBopullb C NOAbMU, KOTOPbIX HE 3Haellb, He WCMNosfb3yn CBOE
pearibHOe UMS U OPYrYH0 NUYHY MHPOPMaUUIO: UMS, MECTO XUTeNbCTBa, MECTO
y4ebbl 1 npoyee.

5. N3beran pasmeweHns ddoTtorpacun B WMHTEepHeTe, raoe Tbl K300paxeH
Ha MECTHOCTM, MO KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOSIOXKEHME.

6. lMpn peructpauum B coumanbHOW CeTU HeoOXOAMMO WCNONb30BaTb CIOXHbIE
naponu, coctosme n3 6yks n LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8.



7. Ona couwanbHOM ceTW, NOYTbI U OPYrUX CanWToOB HeOoBXoAMMO WUCMNONb3oBaTb
pasHble naponu. Torga ecnu Teba B3NOMaloT, TO 3MOYMbILUNEHHUKU noryyaT
AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe cpasy.

ANEeKTPOHHbIE AeHbIM

OnNEeKTPOHHbIE AEHbMM — 3TO OYeHb YAOOHbLIM CcnOco6 nnaTexen, OAHAKO CyLECTBYHOT
MOLLEHHWKM, KOTOPbIE XOTAT NOMAYYUTb 3TU AEHbIW.

OnNEKTPOHHbIE AEHbIM MOSIBUNUCL COBCEM HEAaBHO, U UMEHHO M3-3a 3TOM0 BO MHOIUX
rocygapcTteax 4o CUX Nop He MPOMnMcaHo Npo HUX B 3aKOHaX.

B Poccun e OHM (PYHKUMOHMPYKOT M O HUX YXe MNpPOonMcaHO B 3aKOHe, rge ux
pa3gendalT Ha OBa BuAa — aHOHWMHbIE UM HeaHOHUMHble. PasHuua B TOM, 4TO
aHOHUMHblE — 9TO Te, B KOTOPbIX paspelaeTcsa MNpoBOAUTL  Onepauuun
6e3 ngeHTMdurKauumn nonb3oBaTtens, a B HEaHOHMMHbIX OEHTUdUKaUMS Nonb3oBaTens
aBnsaeTca oba3aTensHOM.

Takke cnegyeT pasnuyatb 3NEKTPOHHbIE MaTHble AeHbrN (paBHblI rOCYAapCTBEHHBIM
BanoTam) W ONEKTPOHHble HedwuaTHble [eHbrn (He paBHbl rOCyA4apCTBEHHbLIM
BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe € INEKTPOHHLIMU AEHbramu:

1. MNpuBsxkn K cyeTy MOOUNbHBLIN TenedoH. ATO cambli yOOOHbIN U ObICTPbIN
cnocob BOCCTaHOBUTbL OOCTYN K cveTy. [MpmBA3aHHbIN TeNedOoH NMOMOXET, ecnm
3abygelwb CBOW MNMATEXHbIA Maposnb WAW 3angellb Ha CalT C HEe3HAKOMOro
yCcTponcrtaa.

2. Wcnonb3yn opgHopasoBble naponu. [locrne nepexoga Ha  YCUIIEHHYHO
aBTopu3aumto Tebe yxe He ByaeT yrpoxaTb OMACHOCTb KpaXku unum nepexsarta
nnaTexXHoro napons.

3. Bbibepu crnoxHbln naponb. pecTtynHukam ByaeT He npoCTO yragaTb CrOXHbIN
naposib. HagexHble naponv — 3TO Maponu, KOTopble coaepxat He meHee 8
3HaKOB M BKNIOYalOT B cebs1 CTPOYHbIE N NPONUCHBbIE BYKBbLI, LNMPbI U HECKOSTLKO
CUMBOJIOB, Takue, Kak 3HaK gonnapa, (OyHTa, BOCKNMUATESbHbIN 3HaK U T.M.
Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE JaHHbIE HA canTax, KOTOPbLIM HE AOBEPSELLb.

ANEeKTPOHHasA noyra

ONeKTPOHHast NoyYTa — 3TO TEXHOMOMMA U NpefoCcTaBnseMble el yCryrn no nepecoisike
N NOSTYYEHUIO ANEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacnpeaensaTCa B KOMMNbIOTEPHOM
cetn. OBbIMHO 3NMEKTPOHHBLIM MOYTOBbLIN  AWMK BbIFNAAUT cnegyowumM  obpasom:
UMS_nonb3oBatenda@uMs_aomMeHa. Takke, KpomMe nepegadun nNpoCcToro TeEKCTa,
nMeeTcs BO3BMOXHOCTb NnepeaaBaTtb hannbi.

OcHoBHble coBeTbl NO 6e3onacHon paboTe C ANEKTPOHHOM NOYTOMN:
1. Hago BbiGpaTb npaBurbHbIA NOYTOBLIN CepBUC. B MHTEpHETe eCcTb OrpoMHbIN

BbIOOp BecnnaTHbIX MOYTOBbLIX CEPBMCOB, OOHAKO Iyylle AO0BEpATb TeM, KOro
3Haellb U KTO NepBbl B PENTUHTE.



2. He ykasbiBan B IMYHOM MOYTE §NUYHYHO UHOpmaumo. Hanpumep, nydwe
BblOpaTb «My3blkanbHbIN_daHaT@» nnn «pok2013» Bmecto «temal3».

3. Wcnonb3yn AOByx3aTanHyw aBTopu3aumioo. IOTO KOrga MnoOMUMMO Maponsd HYXHO
BBOAMTb KO, Npucbinaembln no SMS.

4. Bbibepu CrnoxHbin naponb. Ons Kaxgoro noYToBOro slMKa A0SMKEH OblTb CBOWM
HaZEeXHbI, YCTOMYMBLIN K B3NIOMY Naporib.

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW NUYHBLIA BOMPOC, MUCMOMb3yW
3Ty BO3MOXHOCTb.

6. Mcnonb3yh HECKONbKO MOYTOBLIX SAWMKOB. [lepBbld ONA 4YaCTHOW MNepenmncku
C agpecatamu, KOTOpbIM Tbl JOBepsielb. JTOT SMEKTPOHHbIN agpec He Hajo
Mcnonb3oBaTh NPU perucTpauumm Ha popymax u cantax.

7. He oTkpblBan hansibl N gpyrne BrOXeHUS B NUCbMax, AaXe eCcrnin OHW MpuLlu
OT TBOMUX Apy3en. Jlyylle yTOYHU Y HUX, OTNPaBASAnY v oHn Tebe aTu annsbi.

8. lNocne okoH4YaHWsA paboTbl HA MOYTOBOM CepBUCE MNepen 3akpbITUEM BKNaOKu
C canToM He 3abyapb HaxaTb Ha «BbinTuy.

Knb6epbynnuHr, nnu BuptyanbHoe usgesarenbCcTBO

KnbepbynnuHr — npecnegoBaHne COOOLLEHUAMU, COAepXaWwuMmn ockopbneHus,
arpeccuto, 3anyrmBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbLIO
pasMYHbIX MUHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KNbepOynnHIrom:

1. He 6pocaiicsa B 6on. Jlyywmn cnocob: nocoBeToBaTbCs Kak cebst BeCTU, U ecrnu
HeT TOro, K KOMy MOXHO o6paTuTbCs, TO BHadane ycnokouTbca. Ecnu Thbl
HayHelWb OTBeYaTb OCKOpOneHnamMm Ha ockopbneHus, To ewe 6onblue
pasoxkKeLlb KOHQIUKT.

Ynpasnsn ceoen kmbeppenyTtaumen.

AHOHMMHOCTb B ceTun MHuMMmas. CyliecTBylOT crnocobbl BbISICHUTb, KTO CTOUT

332 aHOHUMHbIM aKKayHTOM.

4. He ctouT BECTU XynuraHckuMi obpas BUpPTyanbHOM Xn3HU. IHTepHeT dmnkcupyet

BCE TBOWM [JOENCTBMS W COXpaHseT wux. Ypanutb wux Oyget kpawnHe

3aTPYAHUTENBHO.

Cobnogan cBo BUPTyarnbHY YeCTb CMOSIOAY.

UrHopupyn eamHunyHbIn Heratue. OgHOpa3oBble OCKOpOUTENbHblE COOGLLEHNS

nyyiwe urHopuposatb. OBbIYHO arpeccus NpekpaLaeTcs Ha HavyarnbHOW CTaguu.

7. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHNAMM, B COLMArbHbIX CETSX eCTb
BO3MOXHOCTb 6TOKMPOBKN OTNPaBKN COOOLLEHNI C onpeaeneHHbIX agpecos.

8. Ecnn Tbl cBugetenb kubepbynnuHra, TBOW AEWUCTBUS: BbICTYNUTb NPOTUB
npecrnegosaTens, nokasartb eMmy, YTO ero JencTBUSA OLEHMBAKTCA HeraTUBHO,
noagepXxaTb KepTBY, KOTOPOW HyXHa MNCUMXONornyeckas nomollp, CoobLnTb
B3POCIbIM O (pakTe arpecCUBHOro NoBeAEHUS B CETU.
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Mo6unbHbIN TenedoH

CoBpemMeHHble CcMapTOHbl W nMnaHwWeTbl cogepXaT B cebe BnonHe B3pOCHbIf
dyYHKUMOHAr, U Tenepb OHM MOTYT KOHKYpPUPOBaTb CO CTaLMOHaPHLIMW KOMMbOTEPAMM.
OpaHako cpeacTB 3awmThbl AN Nogo0HbIX YCTPONCTB NOKa O4eHb Mano. TecTupoBaHue 1
NMOUCK YSI3BMMOCTEN B HUX NMPOUCXOOUT He Tak MHTEHCUBHO, Kak an4d K, 1o xe camoe
KacaeTcsa 1 MOOUNbHBIX NPUNOXEHWUNA.



CoBpeMeHHble MOOUMbHble Opay3epbl YXe MpakTUYecKn [OOrHanM HacTosbHble
aHanoru, ogHako paclmpeHve yHKUMoHana BrneyeT 3a cobol 6onbLUy CNOXHOCTb U
MEHbLLYH 3aLMLLEHHOCTb.

[aneko He Bce NMpou3BOAUTENWN BbiNyckalT OBHOBMEHUS, 3aKpblBaloLLME KPUTUYECKME
YySI3BUMOCTW [ANsi CBOMX YCTPOWCTB.

OcHoBHble coBeTbl And 6e3onacHoCcTU MOBUNbLHOro TenedoHa:
1. Huuto He saBnsieTcs no-Hactosiwemy GecnnaTHbiM. byab OCTOpoXeH, Beab koraa
Tebe npepnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO nnaTHble

ycnyru.

2. Nyman, npexge 4em otnpasutbe SMS, poto nnu Bngeo. Tobl TOYHO 3HaeELWb, rae OHU
ByayT B KOHEYHOM UTOre?

3. Heobxoammo oBHOBAATL ONEpPaLMOHHY0 CUCTEMY TBOErO CMapT(oHa.
4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMmmbl A58 MOBUNbHbIX TeNedOHOB.

5. He 3arpyxai npunoxeHus oT HEM3BECTHOrO UCTOYHUKA, BEb OHU MOTYT coaepXaTb
BpPeOOHOCHOE NnporpammHoe obecneyeHue.

6. lNocne TOro kak Tbl BbIMAELWb C caWTa, rge BBOAWUM JIMYHYIO MHOpMaumo, 3angu
B HacTpowiku bpaysepa 1 yganu cookies.

7. MNMepunognyeckn NpoBepsiv, Kakme NrnaTHble YCNyrn akTMBUPOBaHbI HA TBOEM HOMEPE.

8. [laBan cBon HOMep MOBUMBHOrO TenedoHa TOMbKO NASAM, KOTOPbIX Thl 3HAELUb W
KOMY JoBepsiellb.

9. Bluetooth gormkeH ObITb BbIKIMOYEH, KOrga Thbl MM He Nonb3yewbcsd. He 3abbiBan
MHOrga NpoBepsTb 3TO.

Online-urpsbl

CoBpeMeHHble OHMalH-Urpbl — 3TO Kpaco4Hble, 3axBaTbiBaloLMe pasBreYvYeHus,
00beaNHALLME COTHM ThICSY YenoBeK No BceMy Mupy. Irpokn nccneaytoT AaHHbIR UM
MUp, obwalTca Apyr C APYroM, BbIMOMHSAT 3a0aHUs, CPaXarTcs C MOHCTpaMu U
nony4yarT onbiT. 3a YAOBOMLCTBME OHW NNATAT: MOKYMawT AUCK, OnfadvnBaroT
aboHEMEHT Mnu NpuobpeTarT Kakne-To Onuumn.

Bce otm cpegctBa maoyt Ha noggepkaHwe v pasBuUTME Urpbl, a Takke Ha camy
6Ge3onacHOCTb: COBEPLUEHCTBYOTCA CUCTEMbI aBTOPM3aLMK, BbIMyCKalOTCA HOBbIE NaTyn
(undppoBble 3annaTku Ans NporpamMMm), 3aKpbiBalOTCHA YA3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CTouUT onacatbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXku
TBOEro naporssd, Ha KoOToOpoM OCHOBaHa CUCTeMa aBTOpu3aLnn GonblnHCTBA urp.

OcHOBHbIe cOBETLI N0 6€30MacHOCTUN TBOErO MrpoBOro akkayHTa:



1. Ecnu gpyrom wurpok BepeT cebs nnoxo wnm co3gaet Tebe HenpusaTHOCTH,
3abnokunpym ero B CNuncke UrpoKoB.

Moxanyncsa agmMuHUCTpaTopaM Wrpbl Ha Mroxoe MoBedeHWe 3TOro MUrpoka,
XernaTtenbHO NPUNOXUTb Kakne-To gokasaTenbCTBa B BUAE CKPUHOB.

He ykasbiBan NIM4HY0 MHopMauuio B npodanne urpsbl.

YBaxaun gpyrmx y4aCTHUKOB MO urpe.

He yctaHaBnuean HeoduumanbHble NaTyy 1 Moabl.

Vicnonb3yn cnoxHble 1 pasHble Naponu.

[axe BO BpeMs Urpbl He CTOUT OTKNOYaTb aHTUBMPYC. [Moka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

N

NoOohkw

PULLINHT, NN KpaXxa JINYHbIX AaHHbIX

OOblYyHON Kpaxken [eHer W [OOKYMEHTOB CErofHsi YXe HWMKOro He yauBulb, HO
C pasBUTUEM WHTEPHET-TEXHOMOIMUIA 3MOYMbILLNEHHUKM NEPEMECTUNUCE B UHTEPHET U
NPOAOMKAIOT 3aHMMAaTbCA «OOUMbIM» IEMOM.

Tak nosiBunacb HOBas yrposa: MHTEPHET-MOLLIEHHNYECTBO, NN (PULLIMHT, rMaBHas Lenb
KOTOPOro COCTOUT B MOJSTYYEHUU KOH(PMAEHUMAnbHbIX AaHHbIX Monb3oBaTtenen —
nornHoB 1 napornen. Ha aHrnunckom 4asbike phishing untaetcsa kak uwmHr (ot fishing
— pblbHas noens, password — naporsb).

OcHoBHble coBeTbl No bopbbe ¢ PULLIMHIOM:

1. Cnegmn 3a cBoMM akkayHToM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina
B3flOMaHa, TO HeobxoamMmo 3abnokvpoBaTb €e U COOBLWMTb agMUHUCTPaTOpam
pecypca 06 3TOM Kak MOXHO CKopee.

2. Wcnonb3yn 6Ge3onacHble Beb-canTbl, B TOM 4UCIe, WHTEPHET-MarasvHoOB W
MOWCKOBbIX CUCTEM.

3. Wcnonb3yn crnioxHble W pasHble naponu: ecnu  Teba B3nomMarT, TO
3M10YMBbILLMIEHHMKIX NoslyYaT AOCTYN TOSbKO K OAHOMY TBOeMy Npodurio B ceTn, a
He KO BCEM.

4. Ecnu T1eba B3nomanu, T0 HeobxoaAMmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX,

koTopble fobaBneHbl y Tebs B 4py3bsX, O TOM, YTO Tebs B3nomManu 1, BO3MOXHO,

OT TBOEro MeHn byaeT paccbinaTbCAa Cnam U CCbIfKM Ha OULLMHIOBbIE CalTbl.

YcTtaHoBu HagexHbln naponb (PIN) Ha MOBUNbHLIN TenedoH.

OTknoum coxpaHeHne naponsi B 6payaepe.

He oTkpbiBan gpannbl U Apyrve BrOXeHUs B NUCbMax, Aaxe eCriv OHW NpuLnu

OT TBOMX ApYy3en. Jlyylle yToYHM y HUX, OTAPaBASAnn N oHn Tebe aTn dannoi.

No o

Ludposas penyTtauus

LndpoBas penytaunma — 9TO HeraTMBHas WM MNO3UTUBHAA UWHJOpMauusi B ceTu
o Tebe. KomnpomeTupywouwasa uHpopmauus, pasMelleHHas B WHTEpHeTe, MOXeT
cepbe3HbiM 06pa3oM OTpPasnTbCA Ha TBOEW peanbHOM Xun3Hu. «LlndpoBasa penytauma»
— 3TO TBOW UMUK, KOTOPbIN hopmMumpyeTcs U3 MHpopmMaumm o Tebe B MHTEPHETE.

TBOE MeCTO XUTenbcTBa, Yy4ebbl, TBOEe (PMHAHCOBOE MONOXEHNE, OCOBEHHOCTM
XapakTtepa n pacckasbl 0 6rIM3kMx — BCe 3TO HakannmMBaeTCH B CETHU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCSA K MNybnvkaumm NUYHOW WHOopMauun
B WHTepHeTe, He noHMMasa BO3MOXHbIX MOCneaCcTBUW. Tbl Jaxe He CMOXellb



goragatbCca O TOM, 4TO doTorpadms, pa3mMelleHHaa 5 neT Hasag, crana npUYnHON
OTKasa NpuHATbL Tebsa Ha paboTy.

KommeHTapun, pasmeweHve TBoux oTorpadmn wn gpyrme [EeNCcTBUst MOTYT He
NCYE3HYTb Jaxe Mocrne Toro, Kak Tbl X ydanuwlb. Tbl HE 3Haellb, KTO COXPaHUN 3Ty
WHopMaLuio, nonana N OHa B MOWCKOBbIE CUCTEMbI M COXpaHuMnacb M OHa, a
rmaBHOE: YTO MoaymalrT O Tebe oKpyKawlme NAW, KOTOpble HanayT U yBUAAT 3TO.
Hantn nigopmar Mo MHOro neT CnycTa CMOXET Nobon — Kak n3 gobpbix NobyxaeHun,
TaK U C HAMEPEHNEM MPUYMHUTL BpeL.

OcHOBHbIe COBETbI NO 3aLuTe LMgpoBON penyTaummn:

1. lMogyman, npexge 4yem 4TO-TO Ny6nukoBaTb M NepefaBaTb y cebs B Gnore unum
coumarnbHou ceTu.

2. B HacTtponkax npodumnsa ycTaHOBU OrpaHUYeHust Ha NPOCMOTP TBOEro npoduns n
ero cogepXnMoro, caenan ero TonbKo «Ansa apy3en».

3. He pasmewan wn He ykasbiBah MHGPOPMaLMIO, KOTOpass MOXeT Koro-nmbo
OCKOpO6nATbL Unn obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LLKOMNbHUKM — aKTUBHblE MOMb3oBaTeNnn UMEPOBOro MPOCTPaHCTBA.
OpHako Janeko He BCce 3HaloT, YTO NOMb30BaHWE MHOMMMU BO3MOXHOCTAMW LIMdPOBOro
Mupa TpebyeT cobnoaeHns npae Ha UHTEeNNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMUH «UHTENNEKTyanbHass COBGCTBEHHOCTb» OTHOCUTCSA K PasfUYHbIM TBOPEHUSIM
YerioBe4yeckoro yma, HauyMHasi C HOBbIX M300pEeTEeHU U 3HaKoB, OOO3HAYaKLLMX
COOCTBEHHOCTb Ha MpPOAYKTblI W YCNyrM, U 3akaHuMBas KHuUramu, doTtorpadusmu,
KMHOOUNbMaMM U My3blKanbHbIMU NPON3BEOEHUSIMU.

ABTOpCkME npaBa — STO MpaBa Ha WHTENNEeKTyanbHyld COGCTBEHHOCTb
Ha NpPoV3BEdEHUSI HayKu, nuTepaTypbl U UCKyccTBa. ABTOpPCKME MpaBa BbICTynakT
B Ka4yeCTBe rapaHTMM TOro, YTO MHTENNEKTyanbHbIN/TBOPYECKUIA TPy aBTopa He GyaeT
HanpacHbIM, OacT emy CchnpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pes3ynbTaTax
CBOEro Tpyaa, Nony4nTb U3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspellueHus aBTopa He
MOXeT  BOCMpPOM3BOAUTL  €ro  Mpou3BedeHWe,  pPacnpoCTpaHsaTb,  NyOGNUYHO
AEMOHCTpMpOBaTb WU UCMNOSHATb, MpoAaBaTb, MMMOPTMPOBATb, MyckaTb B MpoOKarT,
nokasblBaTb/MCNONHATL B 3dupe nnm pasmMellatb B MIHTepHeTe.

Mcnonb3oBaHne «nnMpaTcKoro» nporpammMHoOro obecneyeHmst MOXeT NPUBECTU K MHOTUM
pycKaM: OT NOTepPU AaHHbIX K TBOMM akkayHTam [0 O6roKMpPOBKM TBOEro YCTPONCTBA, rae
yCTaHOBNEeHa HeneranbHas nporpamMmma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble 1 6ecnnaTHble NPorpaMmmbl, KOTOPbIE MOXHO HalWTU B CETHU.

O noprane

CeTeBMYOK.pch — TBOW rMaBHbIA COBETYMK B CeTU. 34ecCb Tbl MOXeWb Y3HaTb
0 ©e3onacHOCTM B CETU MOHATHBIM W OOCTYMHbIM $3bIKOM, @ MPU BO3HUKHOBEHUM
KPUTUYECKON CuUTyauum oO0paTtuTbCA 3a COBETOM. A Takke nNpPUHATbL ydacTue
B KOHKYpCax 1 cTaTb CamMmbliM LNPOBLIM rpaxxgaHUHoOM!



